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« FHF Jllfﬁr“ AJgE S MNE FET5IHFA~—E
« UNIXIE T iR Sidt i

#include <arpa/inet.h>

uint32_t htonl(uint32_t hostlong);
uint16_t htons(uint16_t hostshort);
Returns: value in network byte order

uint32_t ntohl(uint32_t netlong);
uint16_t ntohs(unit16_t netshort);

Returns: value in host byte order
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o B FRIRIPHELLE

« B T H R SLER AL

#include <arpa/inet.h>

int inet_pton(AF_INET, const char *src, void *dst);

Returns: 1 if OK. O if src is invalid dotted decimal, —1 on error

const char *inet_ntop(AF_INET, const void *src, char *dst,
socklen_t size);
Returns: pointer to a dotted-decimal string if OK, NULL on error
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« UNIXIE T iR Sidt i

#include <arpa/inet.h>

uint32_t htonl(uint32_t hostlong);
uint16_t htons(uint16_t hostshort);
Returns: value in network byte order

uint32_t ntohl(uint32_t netlong);
uint16_t ntohs(unit16_t netshort);

Returns: value in host byte order
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« B T H R SLER AL

#include <arpa/inet.h>

int inet_pton(AF_INET, const char *src, void *dst);

Returns: 1 if OK. O if src is invalid dotted decimal, —1 on error

const char *inet_ntop(AF_INET, const void *src, char *dst,
socklen_t size);
Returns: pointer to a dotted-decimal string if OK, NULL on error
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Leaflet | Map data © OpenStreetMap contributors

As of 12/22/2020 5:02 p.m., the root server system consists of 1367 instances operated by the 12 independent root server operators.
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v 1 Port

« RRIRSZHNZETY, H Jetc/services X4

» well-known ports:

« 7 Echo

« 22 SSH Remote Login Protocol
« 25 Email Server (smtp)

« 80 Web Server

« 443 HTTPS

https://en.wikipedia.org/wiki/List of TCP_and UDP_port numbers



10 S

BT (socket) gL
« Socket HI[RE 2 “HEEE", RALLLEITEN < 8i#FHTHRERN AN

« @F LL (hostname, port) tbal (10.2.100.1:8080) s KX K~
“YREE” B9tk

- »
- >

clientfd serverfd

o IR EHETF (Stream Sockets) hl“EEIEENEET", ERIEPE
Fl SOCK_STREAM &R, 2—MAIFEH. NEaiBEEER.

- BUEIRHE KX EHEF (Datagram Sockets ) Ul “EEEMERET", ERE
f{EfH SOCK_DGRAM &7r, REMGEMIE, TMEBIERIL, WRE
BEGRMPIRIR, HFJBREEEF—AITEN, 2B EKE.

GRERES: ARREET
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« BELL (hostname, port)
Lk (10.2.100.1:8080) Bz KR “HHEE" A&k
te4n (10.2.100.1:8080, 10.2.100.222:22), 1X#HHE @ F -
7c28 (four tuple)
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& (128.2.194.242:25, (155.:232:.-:1.085:39351:21.3;,
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connect/accept f= /4

listenfd (3)
Client | ‘ Server
clientfd
Connection listen£d (3)
request
__________________ >
Client ‘ Server
clientfd

listenfd(3)

Client | ) . Server

clientfd onnfd(4)

U
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TCP Socket Interface

TCP Server
Socket ()
¥
Bind ()
TCP Client \/
Listen ()
Socket () 4
‘ Accept ()
Build a connection
Connect () o= Waiting for the fequests from client
¥
-+ send () » recv ()
Data (request)
l Dealilvith the fequest
Data (reply) — send ()
| recv () |le— ¥
I Notify the end of the file __,| Read ()
Close () ¥

Close ()
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Web Components

* Infrastructure:
 Clients
» Servers
* Proxies

* Implementation
« HTML.: formatting content
« URL: naming content

« HTTP: protocol for exchanging content.
Any content not just HTML!
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HTML (Hypertext Markup Language)

© 00 N OO O A~ WON =

<!--STATUS OK-->

<html>

<head>

<meta
<meta
<meta

<meta

charset="UTF-8">

http-equiv="X-UA-Compatible" content="IE=Edge" />

name="referrer" content="always" />

name="description" content="HTMLIIANBXAIRICIES, B—MRRMAIES. EEE—RIINE. BEIXERER

<title>HTML BHEB®</title>

<link rel="shortcut icon" href="/favicon.ico" type="image/x-icon" />

<link rel="icon" sizes="any" mask href="//www.baidu.com/img/baidu.svg">

<meta name="keywords" content="HTML HTML(Hyper Text Markup Language) HTMLEXZAIFNRIES htmliZS HTML
<meta name="image" content="https://bkssl.bdimg.com/cms/static/baike.png">

<meta name="csrf-token" content="">

<meta itemprop="dateUpdate" content="2020-12-10 19:24:04" />

<style>

- {
}

display: none !important;

</style>
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URL Syntax

protocol : //hostname[ : port] /directorypath /resource

protocol http, ftp, https, smtp, rtsp, etc.
hostname DNS name, IP address
port Defaults to protocol’ s standard port

resource Identifies the desired resource

Can also extend to program executions:

http://us.f413.mail.yahoo.com/ym/ShowLetter?box=%4
0B%40Bulk&MsgId=2604 1744106 29699 1123 1261 0 289
17 3552 1289957100&Search=&Nhead=f&YY=31454&order=
down&sort=date&pos=0&view=a&head=b
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HTTP request and response

whaleshark> telnet www.cmu.edu 80 Client: open connection to server
Trying 128.2.42.52... Telnet prints 3 lines to terminal
Connected to WWW-CMU-PROD-VIP.ANDREW.cmu.edu.

Escape character is '*]'.

GET /index.shtml HTTP/1.1 Client: request line

Host: www.cmu.edu Client: required HTTP/1.1 header
Client: empty line terminates headers

HTTP/1.1 200 OK Server: response line

Date: Wed, 05 Nov 2014 17:37:26 GMT Server: followed by 4 response headers

Server: Apache/1.3.42 (Unix)
Transfer-Encoding: chunked
Content-Type: text/html; charset=...
Server: empty line terminates headers

1000 Server: begin response body

<html ..> Server: first line of HTML content
</html>

0 Server: end response body

Connection closed by foreign host. Server: close connection
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HTTP Evolution

« HTTP/1.0: Open a new connection for each request/response
pair. And after each response the connection would be closed.

« HTTP/1.1: We have persistent connections which means that
you can have more than one request/response on the same
HTTP connection.

| % 4/
= .% I
/ I
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HTTP/2: multiplexing!

« SPDY (speedy) and its moral successor HTTP/2: fire off

multiple requests at once on the same connection and
receive the requests back in any order.

HTTP 1.1
— r & : &9 [
J=—=0 jquery.js jquery.js | 0
L —
«— @ 2 é] — |
) ] jexample.css jexample.css g
B el
— 3 B« =
image.png image.png
HTTP/2
TCP CONNECTI
HZ:U jquery.js jquery.js l=—
— g 1 g «—
o jexample.css Jexample.css o
— f
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QUIC motivates HTTP/3

* QUIC: a multiplexed stream transport over UDP

 similar to TCP+TLS+HTTP/2 implemented on UDP but without
head of line blocking

HTT P/ 2 Request gg;l"’lzr
Cllent / E

f__ Internet ""(‘)'990'9@7-8-5

s
_H TCP Connection E

QUIC Request QuIC

Server

Client
..... 00O cerveres [——2¢]
jlzji @E:z::::z?ﬁ%.::::::: =
2 =2

UDP Connection
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QUIC deployment

XQUICE [ EBEEE AL FABMRBIIETF QUICARENIMXESI, EFNEE L#HTT
TIZHBNA, AESTAERENSR TRSHERNRRET, AFIBEAPPRA
P SR 22 R I8 Y I £8 4R 0 -

o ERPCIEXKIZE, WEFERIFEE15%
o EEESIEIZS, FIMEEM3I0%. WHREH2%
o EIEMMNIZE, RIMERFEEK20%

Chrome is deploying HTTP/3 and IETF QUIC
Wednesday, October 7, 2020

QUIC is a new networking transport protocol that combines the features of TCP, TLS,
and more. HTTP/3 is the latest version of HTTP, the protocol that carries the vast

majority of Web traffic. HTTP/3 only runs over QUIC.

QUIC was initially developed by Google and first announced in 2013. Since then, the

protocol has matured, and is now responsible for carrying over a third of Gooagle traffic.



Proxy

1. Clientrequest 2. Proxy request

4. Proxy response 3. Server response

Ask Bob what
the current time is

What is
the current time

The time
is 7pm

Bob says the
time is 7pm
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Proxy chain

PROXY CHAIN

%4—>

CLIENT
PROXY
SERVER 1

PROXY WEB
SERVER 2 SERVER

PROXY
SERVER 3
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2. F1RIE web E BTEITENME RN EX UREEMUERE L TEREFHEXIH, E£IL
TRB|BFEANFRE

F AP X RITTRERBNAEL, PEF— X BIFEL TR

Streams (end to end), Datagrams, web content, IP, TCP, UDP, Kernel

code, User code

17/ BRI XA AR

BTTP
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2. F1RIE web E BTEITENME RN EX UREEMUERE L TEREFHEXIH, E£IL
TRB|BFEANFRE

F AP X RITTRERBNAEL, PEF— X BIFEL TR

Streams (end to end), Datagrams, web content, IP, TCP, UDP, Kernel

code, User code

17/ BRI KA BRI
HTTP

EE!

BNY HIRS %R RAESTH
HTTP Web content User code
TCE tream {ernel le

IP Datagrams Kernel code
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3.ATATFTEEMAYZAFHEZEREN? HFERIEZPERE

A. fEclient-server E8Ifh, server BEFHBITERESF listenfd f1Z /) clien
t FEHEE

B. fE client-server 8, EEFE—MXGRRFT

C. E#thi%, Ip HhiUtZ2AFFHRIBENE adapter (network interface card), 3
FEFEM

D. Web Z—ME BRI MY

E. HEM 1P it —XRH

F. Internet 8—f internet
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3.ATATFTEEMAYZAFHEZEREN? HFERIEZPERE
A. fEclient-server E8Ifh, server BEFHBITERESF listenfd f1Z /) clien
t FEHEE

B. fE client-server 8, EEFE—MXGRRFT

. BRI, 1P HHEEBAFFRRENA adapter (network interface card), 3
FEFEM

D. Web Z—ME BRI MY

. HEM IP iR —— XA

. Internet £—#f internet

(@]

SR
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A R
EZX. B, F

s
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socket socket
\ 4
1
\ 4
2
Connection '
v
: request
o ' > accept
! l
— rio_w;iten »  rio_readlineb
} |
— rio_readlineb = rio_writen
l EOF .
o= [0 - I > 4
v
close

bind listen connect rio readlineb
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() ERTFEOEEHR R ML N A

(  )Windows 10 RAWALIERLE TN

(  )getaddrinfo () fl getnameinfo () A A H T-% B ML THEE R AR 1P MR
() socket () REORFIFFEARFRF, wJLAMEAPAME unix 1/0 REGHEITIRE

() s R geidd B E S1E
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2015 #AK

( ) fE client-server &I, server BHEMEHBWERETF listenfd ML >
client [AFE{E

( ) fE client-server & H, EEFR—FCHIRIRRF

( ) dEFAHLYE, 1P HihbE A TARR EVLE adapter (network interface card),
HAEEMN

() Web R EEM MY

() &M 1p HibbRE——XRH

( ) Internet &% internet

W :server @A — client HMAIE —PNEEFHITHESE Wweb £—FET HTTP
L EEERI N : —ANMRAA T PAXT N 24 1P Hibk, —4 1P Hibktaa] AR 24844
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() HTTP WMUEMRS# sl 80 ¥R HtARS

() fEH Tcp REIMEIE LR —E R FER

( ) Internet I & B LIRS 0050 T ST i B v i R
() 7E Linux P REEET Socket AT ITE

() Web WIH/E web RFM[MEERAMHIE HIML

HXTETETEE 80 RBNAN TR 1P WA S AR T ERE, FREFTH uop HEA
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[web ) A3 528 FT M 7T www.pku.edu.cn iz, FHIMNZS R, "TREHH
BRI E A

® DNS @ TCP ® IP @ HTTP

-

BRRAE —A HTTPS (3ET HTTP H—FREMNHEINY) & infe FARE @id—4 urL #
BN RS M AR S AR — N 3, HHXARS S URL B 1P HubbR O, BAF
WA b SR — AN T B 2

A, HTTPE B. TCP* €. :DNS: D. SSL/TLS



